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PATIENT CONFIDENTIALITY

TUESDAY, MARCH 24, 1998

HOUSE OF REPRESENTATIVES,
CoMMITTEE ON WAYS AND MEANS,
SUBCOMMITTEE ON HEALTH,
Washington, DC.
The Subcommittee met, pursuant to call, at 10 a.m., in room
1100, Longworth House Office Building, Hon. Bill Thomas (Chair-
man of the Subcommittee) presiding.
[The advisory announcing the hearing follows:]

@)



ADVISORY

FROM THE COMMITTEE ON WAYS AND MEANS
SUBCOMMITTEE ON HEALTH

FOR IMMEDIATE RELEASE CONTACT: (202) 225-3943
March 17, 1998
No. HL-20

Thomas Announces Hearing on
Patient Confidentiality

Congressman Bill Thomas (R-CA), Chairman, Subcommittee on Health of the
Committee on Ways and Means, today announced that the Subcommittee will hold
a hearing on patient confidentiality. The hearing will take place on Tuesday, March
24,1998, in the main Committee hearing room, 1100 Longworth House Office Build-
ing, beginning at 10:00 a.m.

In view of the limited time available to hear witnesses, oral testimony at this
hearing will be from invited witnesses only. However, any individual or organization
not scheduled for an oral appearance may submit a written statement for consider-
ation by the Committee and for inclusion in the printed record of the hearing.

BACKGROUND:

The Health Insurance Portability and Accountability Act of 1996 (HIPAA) re-
quired the Secretary of Health and Human Services to submit to the Congress “de-
tailed recommendations with respect to the privacy of individually identifiable
health information.” In developing her recommendations, the Secretary was re-
quired to consult with the National Committee on Vital and Health Statistics and
the Attorney General. The Secretary released her report on September 11, 1997, and
Congress has until August 1999 to pass legislation to protect individual patient con-
fidentiality. If the Congress does not enact legislation, HIPAA directs the Secretary
to issue her own final enforceable regulations by February 2000.

Health care information is used for a variety of purposes including research, dis-
ease prevention, quality assurance, and outcomes measurements. In recent years,
health care information has moved away from paper records to electronic records.
This innovation provides tremendous opportunities for medical advances as well as
new challenges for maintaining patient confidentiality. The Administration’s recent
announcement of a delay in the implementation of the HIPAA administrative sim-
plification provisions underscores the complexity of maintaining confidentiality in an
information age.

In announcing the hearing, Chairman Thomas stated: “Our nation has a great
history of leadership in medical advances and health care innovation. | have seen,
first hand, examples of health care data being used to help in the discovery of new
medical techniques and technologies. In addition, outcomes studies and consumer
information based on up-to-date health care data can make our nation’s health care
system better, services more readily available, and care more affordable. However,
it is essential that patient confidentiality concerns are addressed while maintaining
access to data to promote better health.”

FOCUS OF THE HEARING:

The hearing will focus on patient confidentiality from the perspective of the health
care consumers, physicians, providers, and researchers.



DETAILS FOR SUBMISSION OF WRITTEN COMMENTS:

Any person or organization wishing to submit a written statement for the printed
record of the hearing should submit at least six (6) single-space legal-size copies of
their statement, along with an IBM compatible 3.5-inch diskette in ASCII DOS Text
or WordPerfect 5.1 format only, with their name, address, and hearing date noted
on a label, by the close of business, Tuesday, April 7, 1998 , to A.L. Singleton, Chief
of Staff, Committee on Ways and Means, U.S. House of Representatives, 1102 Long-
worth House Office Building, Washington, D.C. 20515. If those filing written state-
ments wish to have their statements distributed to the press and interested public
at the hearing, they may deliver 200 additional copies for this purpose to the Sub-
committee on Health office, room 1136 Longworth House Office Building, at least
one hour before the hearing begins.

FORMATTING REQUIREMENTS:

Each statement presented for printing to the Committee by a witness, any written
statement or exhibit submitted for the printed record or any written comments in
response to a request for written comments must conform to the guidelines listed
below. Any statement or exhibit not in compliance with these guidelines will not be
printed, but will be maintained in the Committee files for review and use by the
Committee.

1. All statements and any accompanying exhibits for printing must be typed in single space
on legal-size paper and may not exceed a total of 10 pages including attachments. At the same
time written statements are submitted to the Committee, witnesses are now requested to submit
their statements on an IBM compatible 3.5-inch diskette in ASCIlI DOS Text or WordPerfect
5.1 format. Witnesses are advised that the Committee will rely on electronic submissions for
printing the official hearing record.

2. Copies of whole documents submitted as exhibit material will not be accepted for printing.
Instead, exhibit material should be referenced and quoted or paraphrased. All exhibit material
not meeting these specifications will be maintained in the Committee files for review and use
by the Committee.

3. A witness appearing at a public hearing, or submitting a statement for the record of a pub-
lic hearing, or submitting written comments in response to a published request for comments
by the Committee, must include on his statement or submission a list of all clients, persons,
or organizations on whose behalf the witness appears.

4. A supplemental sheet must accompany each statement listing the name, full address, a
telephone number where the witness or the designated representative may be reached and a
topical outline or summary of the comments and recommendations in the full statement. This
supplemental sheet will not be included in the printed record.

The above restrictions and limitations apply only to material being submitted for printing.
Statements and exhibits or supplementary material submitted solely for distribution to the
Members, the press and the public during the course of a public hearing may be submitted in
other forms.

Note: All Committee advisories and news releases are available on the World
Wide Web at ‘HTTP://WWW.HOUSE.GOV/WAYS__MEANS/'.

The Committee seeks to make its facilities accessible to persons with disabilities.
If you are in need of special accommodations, please call 202—-225-1721 or 202-226—
3411 TTD/TTY in advance of the event (four business days notice is requested).
Questions with regard to special accommodation needs in general (including avail-
ability of Committee materials in alternative formats) may be directed to the Com-
mittee as noted above.

Chairman THomAs. The Subcommittee will come to order.

Each day, millions of Americans receive medical treatment. In-
creasingly, patients receive their care from a multifaceted system
of health care entities and professionals. As our health care system
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has evolved from a solo practitioner to complex integrated health
systems and everything in between, so has the challenge of ensur-
ing that patients’ private information is not improperly disclosed
and used for inappropriate purposes.

National attention regarding the confidentiality of patient infor-
mation was heightened with the passage of the Health Insurance
Portability and Accountability Act of 1996. This act required the
Secretary of Health and Human Services to consult with the Na-
tional Committee on Vital and Health Statistics and the Attorney
General and to report to the Congress her “detailed recommenda-
tions with respect to the privacy of individually identifiable health
information.” The Secretary released a report on September 11,
1997. Congress now has until August 1999 to pass legislation to
protect that individual patient confidentiality. Without legislation,
the law says the Secretary will write her own regulations.

Today this Subcommittee begins its exploration of this important
topic. We will hear from experts representing various parts of the
health care system who will share with us their views regarding
the confidentiality of patient information. In reading their testi-
mony, it was clear to me we are dealing with a very important but
very delicate issue. If the Congress errs on the side of overprotec-
tion, we could stifle medical innovation and research which would
adversely impact public health. Likewise, if we fail to provide the
American public with adequate reassurance that their individually
identifiable information is protected, some may avoid, delay, or
carry out protective behavioral patterns dealing with necessary
treatments.

Time is critical, not just because the Secretary will issue her own
regulations in August 1999 if Congress does not act, but as we will
hear on one of our panels today, if Congress does not act, States
are already acting. And we run the chance, if we do not provide at
least guidance if not some uniformity, of a crazy quilt pattern con-
fronting us in which no one’s wishes are granted, and that is a very
real possibility.

[The opening statement follows:]

Opening Statement of Chairman Bill Thomas

Each day, millions of Americans receive medical treatment. Increasingly, patients
receive their care from a multi-faceted system of health care entities and profes-
sionals. As our health care system has evolved—from the solo practitioner to com-
plex integrated health systems—so has the challenge of ensuring that patients’ pri-
vate information is not improperly disclosed and used for inappropriate purposes.

National attention regarding the confidentiality of patient information was height-
ened with the passage of the Health Insurance Portability and Accountability Act
of 1996. This Act required the Secretary of Health and Human Services to consult
with the National Committee on Vital and Health Statistics and the Attorney Gen-
eral and to report to the Congress her “detailed recommendations with respect to
the privacy of individually identifiable health information.” The Secretary released
her report on September 11, 1997. The Congress now has until August 1999 to pass
legislation to protect individual patient confidentiality. Without legislation, the Sec-
retary will write her own regulations.

Today, this Subcommittee begins its exploration of this important topic. We will
hear from several experts, representing various parts of the health care system, who
will share with us their views regarding the confidentiality of patient information.
In reading their testimony, it was clear to me that we are dealing with a very deli-
cate issue. If the Congress errs on the side of over-protection, we could stifle medical
innovation and research which would adversely impact public health. Likewise, if
we fail to provide the American public with adequate reassurance that their individ-
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ually identifiable information is protected, some may avoid or delay necessary treat-
ments.

I look forward to hearing from our first witness, Dr. Don Detmer, Chair of the
National Committee on Vital and Health Statistics.

Chairman THomas. | look forward to hearing from all of our wit-
nesses, but our first witness, Dr. Don Detmer, is the chair of the
National Committee on Vital and Health Statistics. And Dr.
Detmer, before | recognize you, | would ask my colleague from Wis-
consin if he has any opening statement. Or if he has a written
statement from the Ranking Member, | would make that a part of
the record. But | would recognize the gentleman from Wisconsin.

Mr. KLeczka. Mr. Chairman, | do not know if Mr. Stark has an
opening statement, but if he does, I would ask that that be in-
cluded. I would also like to introduce into the record a statement
from myself on this timely issue.

I want to acknowledge the Chairman’s interest in the subject
matter, although when he talks about overprotection, I don’t think
we are anywhere near that problem when it comes to a patient's
records. In fact, just a short time ago in the local papers, | think
two or three local drugstores were involved in selling their patient
lists to drug companies. In response to that, consumers received
mailings from drug companies.

I think privacy concerns are something we should be taking more
seriously in this Congress, not only as it deals with the Internet
and Social Security numbers, but now we have seen in the most
recent past a series of drugstores selling their patient lists. | think
Congress should not sit idly by while all this continues to happen.
I think we should be proactive and err on the side of the consumer.

Thank you, Mr. Chairman.

[The opening statement follows:]

Opening Statement of Congressman Jerry Kleczka

| am pleased Chairwoman Thomas has called this hearing on medical privacy
today. This public debate will draw attention to one of the most important issues
facing the subcommittee and American public: guaranteeing the privacy of all Amer-
icans’ personal and medical information. This guarantee is particularly important
given the rapid technological advances and awe-inspiring medical discoveries being
made every day.

| was appalled, as | am sure many of my colleagues were, to read in recent Wash-
ington Post articles about drugstores selling confidential patientprescription infor-
mation to outside companies for marketing purposes. While the companies in ques-
tion quickly changed their practices when consumers expressed outrage at these
revelations, the practice of selling prescription information to third parties continues
to go on throughout the nation.

Imagine simply going to the local drug store to fill a prescription, and, without
your permission, the pharmacist behind the counter transmits your medical and
prescription information to a direct marketing firm. Certainly, innocent consumers
filling prescriptions should have at the very least an expectation of privacy. Sending
confidential prescription information to a marketing company that has absolutely no
medical expertise or purpose for receiving that information other than to profit from
it raises serious ethical questions. | believe legitimate checks can and should be
placed on this type of practice.

Too many Americans operate under the assumption that their private medical
records are just that, private. However, in today's computer age where personal in-
formation can be transmitted across the country quite literally at a push of a but-
ton, threats to the privacy of individuals’ medical records have never been greater.
While this technological innovation has provided opportunities for and lead to im-
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portant medical advances, it has come with price—the price of sacrificing one’s per-
sonal privacy and security.

There are, of course, appropriate uses for electronically transmitting medical in-
formation. For example, managed care networks, insurers, medical researchers, or
benefits managers arguably have legitimate needs for quick and easy access to med-
ical records. However, the idea that potentially thousands of individuals could gain
access to this electronic data—something so sacred and private as a diagnosis of
mental illness or terminal illness, for example—gives me pause. | find it even more
troubling that this private information can and is electronically transmitted for ab-
solutely no legitimate medical purpose. Transmitting this information to a third-
party solely to improve the profit margins of a pharmaceutical company is simply
unconscionable.

The Health Insurance Portability and Accountability Act of 1996 required the Sec-
retary of Health and Human Services to submit detailed recommendations with re-
spect to the privacy of individual’'s health information. The Secretary released her
report this past September and we in Congress have until August 1999 to pass leg-
islation protecting patient confidentiality. My hope is that as we prepare this legis-
lation Congress will not only reflect back on the testimony heard today, but also on
the missteps and breaches of confidentiality that have occurred in the past and
place strong protections for the future.

Chairman THomas. | thank the gentleman. Our goal is not to err
on either side but to pass informed legislation. Our goal is not to
legislate by anecdote but be informed legislators. That is the pur-
pose of this hearing.

And with that, | recognize Dr. Detmer and tell him that the writ-
ten statement he has will be made a part of the written record,
without objection, and you can address us in any way you see fit
in the time you have available.

Dr. DeETMER. Thank you very much, Mr. Chairman. Good morn-
ing.

Chairman THowmas. | will tell you in advance these microphones
are unidirectional and you have to speak directly into them and
relatively close.

STATEMENT OF DON E. DETMER, M.D., CHAIRMAN, U.S.
NATIONAL COMMITTEE ON VITAL AND HEALTH STATISTICS

Dr. DETMER. | appreciate the opportunity to appear before the
Subcommittee on this extraordinarily important legislative issue.
Privacy, confidentiality, and security of individual health informa-
tion touches the lives of all Americans in a very personal way, and
your actions will influence the future course of health care and the
future of medicine itself.

I am a university professor and senior vice president at the Uni-
versity of Virginia and a practicing surgeon. | am here today in my
role as chair of the National Committee on Vital and Health Statis-
tics. As you are aware, the committee is a nearly 50-year-old statu-
tory public advisory body to the Secretary of Health and Human
Services on health data privacy and health information policy. Its
18 members include four practicing physicians.

Through the mandates of the 1996 Health Insurance Portability
and Accountability Act, the committee’s responsibilities were broad-
ened to encompass health statistics, privacy, and computer-based
clinical records for both the public and private sector. Last June
the committee provided its iInitial recommendations to the Sec-
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retary and she, in turn, submitted her detailed recommendations
to Congress last September.

All in all, the committee held over 20 days, full days, of public
hearings and heard from more than 200 witnesses who discussed
data standards, privacy, and security issues. The hearings included
representatives from across the entire spectrum of the health com-
munity. This extensive public consultation was immensely helpful
to us as we formulated our recommendations to Secretary Shalala,
and we continue to hold hearings to further refine our advice.

Our hearings showed strong and widespread support for Federal
health privacy legislation. At the same time, it is clear our society
has not yet reached a consensus about the definition and bound-
aries of privacy in an information age. The committee has con-
cluded that our Nation faces a privacy crisis today, and legislation
is urgently needed to address two policy deficiencies.

First, we lack solid Federal legislation on fair information prac-
tices for personal health information. Second, we lack sufficient
antidiscrimination statutes to keep personal health information
from being used against citizens in areas such as employment and
insurability. With the fast pace of progress in medicine and tech-
nology, this further complicates an already complex situation.

With the exception of one abstention, all the recommendations
from the Committee were unanimous. What does the committee
wish to see in this legislation?

We want a law that requires creators and users of identifiable
health information to ensure a full range of fair information prac-
tices, including the patient’s right of access to his or her records,
the right to seek amendment of records, and the right to be in-
formed about users and uses of health information.

We seek reasonable restrictions and conditions on access to and
use of personally identifiable health information that maintains
protections for the information as it passes into the hands of sec-
ondary and tertiary users, so that there are no loopholes that allow
information to escape appropriate controls.

We seek adequate security for health data, no matter what
media are used to create, transmit, or store data. That is, we wish
the protections to apply to the data itself and not to whatever me-
dium or technology is used.

We want those who create and use personally specific health in-
formation to accept accountability for actions that affect privacy in-
terests of patients. We support sanctions when restrictions are vio-
lated.

We wish to promote the use of nonidentifiable, coded, or
encrypted information when a function can be fully and substan-
tially accomplished without more specific identifiers.

The committee strongly supports the use of health records for all
forms of legitimate health research without a case-by-case patient
consent for access to such data, subject to independent review of re-
search protocols and other procedural protections for patients.

The committee also strongly supports the use of health records
for public health purposes, subject to substantive and procedural
barriers commensurate with the importance of public health func-
tion.
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The committee believes patients need strong substantive and
procedural protections if their records are to be disclosed to law en-
forcement officials.

The committee strongly supports limiting use and disclosure of
identifiable information to the minimum amount necessary to ac-
complish the purpose. The committee also strongly believes when
identifiable health information is made available for nonhealth
uses, patients deserve a strong assurance that the data will not be
used to harm them.

We urge the Congress to pass such legislation during this ses-
sion, since we do not believe the HIPAA privacy regulatory author-
ity is an adequate alternative to legislation.

Clearly, with the continued development of computer-based pa-
tient health records, it would be best to integrate the appropriate
security and policy procedures into the emerging architecture of
such systems, and this will require action now rather than later
since these systems are being built as | speak to you. Action now
should allow us to avoid a variant of the “year 2000” problem in
this age of computers.

The committee recognizes drafting and passage of the health pri-
vacy law will not be easy. Health privacy legislation presents hard
choices and difficult tradeoffs. Health records are primarily used
for the treatment of patients, to improve the quality of care, reduce
the cost of health care, expand the availability of health care, pro-
tect the public health, and assure public accountability of the
health care system. Privacy competes with all of these objectives,
and it will not be easy to strike a widely accepted balance between
privacy and these other worthy goals. The new legislation must re-
flect the current structure and legislative framework for health
care and allow for continued progress in health care.

In summary, two sets of legislation are needed. The first involves
the relationship between privacy as defined by principles of fair in-
formation practices; and the second relates to concerns about dis-
crimination based on health status or conditions. The antidiscrimi-
nation provisions of HIPAA need to be expanded to cover all as-
pects.

Whether or not general privacy concerns and discrimination con-
cerns should be addressed together in the same piece of legislation,
you can best decide. An already complex health privacy account-
ability bill may not be the best place to sort out responses to the
important discrimination problems.

The National Committee on Vital and Health Statistics calls on
everyone to work together in good faith. Everyone should benefit
from a well-crafted set of fair information practices for health infor-
mation. Patients will have new rights and greater protections for
sensitive information. Critically important, trust in the provider-
patient relationship will be preserved. Providers and insurers will
have clearer rules and responsibilities. Secondary users will know
when they can and cannot have information and what their obliga-
tions and penalties are if these obligations are ignored.

The committee is pleased to provide a public forum for continued
advice on these issues, and we look forward to working with you
and others to achieve a comprehensive and balanced public privacy
health information law.
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Thank you, Mr. Chairman. | would be happy to answer ques-
tions.
[The prepared statement follows:]

Statement of Don E. Detmer, M.D., Chairman, U.S. National Committee on
Vital and Health Statistics

INTRODUCTION

Thank you, Mr. Chairman. It is a pleasure to appear before the Committee today
to discuss health information privacy, confidentiality, and security issues. | am cur-
rently University Professor and Senior Vice President at the University of Virginia
and a practicing surgeon. | appear before you today in my role as chair of the Na-
tional Committee on Vital and Health Statistics (NCVHS). The NCVHS is the statu-
tory public advisory body to the Secretary of Health and Human Services on health
data, privacy and national health information policy.

The NCVHS has a distinguished, nearly fifty year history of providing the govern-
ment with broad based advice on health data issues, including data needed to as-
sure the quality of care, meet public health needs as well as data needs for other
purposes. In 1996, the Health Insurance Portability and Accountability Act (HIPAA)
assigned the committee new responsibilities for health information policy develop-
ment on data standards, privacy, and computer-based clinical records for both the
public and private sectors.

The Committee is made up of 18 members, sixteen appointed by the HHS Sec-
retary, one appointed by the Speaker of the House and one appointed by the Presi-
dent pro tempore of the Senate. Members are appointed from among individuals who
have distinguished themselves in a variety of fields ranging from privacy and secu-
rity of health information to the provision of health services and population-based
public health. Four of the current members are practicing physicians.

As a result of the passage of HIPAA, the nation has the potential to achieve major
improvements in the quality and effectiveness of health care and the efficiency of
the health sector through improved information technology. And the law provides
this opportunity in a national framework that protects the privacy and security of
health information. The primary focus of the law is on private health insurance re-
form. However, the provisions on Administrative Simplification outline a new na-
tional framework for health data standards, security and health information privacy
in the U.S.

Today, | will focus on the health information privacy provisions of HIPAA, and
especially on the NCVHS'’s recommendations to HHS relating to health information
privacy. HIPAA required that the Secretary of Health and Human Services submit
“detailed recommendations” to the Congress “with respect to the privacy of individ-
ually identifiable health information.” In preparing her recommendations, the Sec-
retary was directed to consult with the National Committee on Vital and Health
Statistics. Last June, the NCVHS provided our initial recommendations on privacy,
confidentiality, and security to Secretary Shalala. She, in turn, submitted her de-
tailed recommendations to Congress last September.

Our full report is available on the NCVHS website: http://aspe.os.dhhs.gov/ncvhs,
and the Secretary’s privacy recommendations are available on the HHS administra-
tive simplification website: http://aspe.os.dhhs.gov.admnsimp.

NCVHS HEALTH INFORMATION PRIVACY RECOMMENDATIONS

As a basis for our privacy recommendations, the NCVHS held six full days of pub-
lic hearings last year during which we heard from over 40 witnesses. All in all, we
held over 20 full days of public hearings and heard from more than 200 witnesses
who discussed data standards, privacy and security issues. The hearings included
representatives from across the entire spectrum of the health community, including
the privacy community, research, public health, quality assurance, insurance, man-
aged care, law enforcement and oversight, providers, claims processors, the drug in-
dustry, federal agencies and consumer interest groups. This public consultation was
immensely helpful to us as we formulated our recommendations to Secretary
Shalala.

First of all, our hearings showed strong and widespread support for federal health
privacy legislation. And with the exception of one abstention, all recommendations
of the committee were unanimous. The committee had difficulty with the definition
of privacy as it relates to the confidentiality and security of person-specific health
information. It chose to use the word “privacy” in its report mainly since the word
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has been the major term used in public discussion of this topic. The culture has yet
to reach a consensus on what privacy should mean in contemporary society.

Be that as it may, the committee concluded that the United States is in the midst
of a health privacy crisis. The protection of health records has eroded significantly
in the last two decades. Major contributing factors are ongoing institutional changes
in the structure of the health care system and the lack of modern privacy legisla-
tion. Without a federal health privacy law, patient protections will continue to dete-
riorate in the future.

We also concluded that the importance of trust in the provider-patient relation-
ship must be preserved. Patients must feel comfortable in communicating sensitive
personal information. Delays in passing privacy legislation will allow additional and
uncontrolled uses of health information to develop. Failure to address health data
privacy concerns can undermine public confidence in the health care system, expose
patients to continuing invasions of privacy, subject record keepers to potentially sig-
nificant legal liability, and interfere with the ability of health care providers and
others to operate the health care delivery and payment system in an effective and
efficient manner.

The greater the delay in imposing meaningful controls on inappropriate use and
disclosure of identifiable health information, the more difficult it may be to generate
enthusiasm for instituting necessary restrictions on use and disclosure, or change
the way that information is acquired, maintained, and used. Clearly, with the con-
tinued development of computer-based patient record systems, it would be best to
integrate the appropriate security and policy procedures into the emerging architec-
ture of such systems.

The NCVHS recommended that the Secretary and the Administration assign the
highest priority to the development of a strong position on health privacy that pro-
vides the highest possible level of protection for the privacy rights of patients. Any
realistic proposal must properly balance the important and well-established inter-
ests of patients in the protection of their health information and the legitimate
needs of the health care system to provide and pay for health care in an efficient,
effective and fair manner while supporting the responsible use of health records for
public health and health research, and other legitimate social purposes.

The Health Insurance Portability and Accountability Act provides that if the Con-
gress does not pass privacy legislation by August 1999, then the Secretary of HHS
Is authorized to issue regulations containing standards for the privacy of electronic
administrative and financial transactions. However, the Committee found a clear
and strong preference for a comprehensive legislative solution, rather than address-
ing health privacy through the regulatory process alone.

It is difficult to address health privacy requirements in a piecemeal fashion. Rules
that only cover electronic health care transactions but not paper-based transactions
or other types of health records could prove very difficult to develop or administer.
Further, the committee firmly believes that policy on data confidentiality and secu-
rity should not be contingent upon the form, medium, or technology used to record
or work with health data, e.g., paper, fax, or an electronic medium.

Consequently, the NCVHS strongly recommends that the Congress enact a health
privacy law before it adjourns this fall. Leaders in both House and Senate should
publicly endorse the need for strong and effective privacy legislation that provides
meaningful protections to patients. Congressional leaders should ask relevant legis-
lative committees to agree to a timetable for action. The Congress should not treat
the existence of the regulatory authority as an adequate alternative to legislation.

The Committee calls for a law that requires creators and users of identifiable
health information to——

« ensure a full range of fair information practices, including a patient’s right of
access to records, right to seek amendment of records, and right to be informed
about uses of health information;

« accept reasonable restrictions and conditions on access to and use of identifiable
health information;

¢ maintain protections for health information as it passes into the hands of sec-
ondary and tertiary users so that there are no loopholes that allow health informa-
tion to escape from privacy controls;

« provide adequate security for health data no matter what media are used to cre-
ate, transmit, or store data;

e accept accountability for actions that affect the privacy interests of patients;

« promote the use of non-identifiable, coded, or encrypted information when a
function can be fully or substantially accomplished without more specific identifiers.

The law must also impose restrictions on disclosure and use of the information
and impose sanctions for violations.
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The Committee strongly supports the use of health records for health research
without a case by case patient consent for access to such data, subject to independ-
ent review of research protocols and other procedural protections for patients.

The Committee also strongly supports the use of health records for public health
purposes, subject to substantive and procedural barriers commensurate with the im-
portance of the public health functions.

The Committee believes that patients need strong substantive and procedural pro-
tections if their health records are to be disclosed to law enforcement officials.

The Committee strongly supports limiting use and disclosure of identifiable infor-
mation to the minimum amount necessary to accomplish the purpose. The Commit-
tee also strongly believes that when identifiable health information is made avail-
able for non-health uses, patients deserve a strong assurance that the data will not
be used to harm them.

The Committee recognizes that the drafting and passage of a health privacy law
will not be easy. Health privacy legislation presents hard choices and difficult trade-
offs. Health records are primarily used for the treatment of patients and to improve
the quality of health care, reduce the costs of health care, expand the availability
of health care, protect the public health, and assure public accountability of the
health care system. Privacy competes with all of these objectives, and it will not be
easy to strike a widely accepted balance between privacy and these other worthy
goals. As mentioned earlier, the task is not made any easier by the lack of agree-
ment about what privacy even means in contemporary American society.

In our hearings, users of health information uniformly expressed strong support
for privacy legislation. However, most users also asked that no—or at most few—
new restrictions be placed on their ability to collect, use, and disclose health infor-
mation. The Committee believes that it is unfair and unreasonable for any health
data user to expect that health privacy legislation will not require some change in
policy and practice. Everyone—patients and record keepers alike—will benefit from
health privacy legislation, and everyone is likely to pay some price for the legisla-
tion.

At the same time, the Committee recognizes that privacy legislation must take
into account the complexity and the needs of the current health care delivery and
payment system. New legislation must reflect the current structure and legislative
framework for health care. Changes can and must be made, but no one can expect
that the health care system will be restructured solely in the interests of privacy
and without regard to cost. Indeed, achieving cost savings from administrative sim-
plification was a key driver behind the Health Insurance Portability and Account-
ability Act of 1996. The Committee has no doubt that a privacy bill can be passed
that balances the interests of patients with the needs of the health care system.

The Committee also recognizes that passing legislation will not end either the de-
bate or the struggle to accomplish desired improvements. Once a law passes, record
keepers will have to change to accommodate the new rules, federal and state agen-
cies will have to oversee implementation of the new law, and the Congress may be
called upon to refine the law in the future. International data protection standards
are being developed, and the United States needs to be a full partner in this effort.

SPECIAL ISSUES
Let me now turn to several additional issues that we heard about in our hearings.

Need for Anti-Discrimination Law

One issue that arose from time to time during the hearings was the relationship
between privacy (as defined by principles of fair information practices) and discrimi-
nation. Clearly some motivation for protecting health information is to prevent the
discriminatory use of the information both inside and outside the health care set-
ting. Patients receiving care for some health conditions or who have been the subject
of genetic testing have been and continue to be the subject of discrimination in em-
ployment, insurance, and elsewhere. Several current bills address the possible dis-
criminatory use of genetic information.

Discrimination based on health status and condition remains a major and impor-
tant concern, and it deserves a legislative solution. Whether or not general privacy
concerns and discrimination concerns should be addressed together in the same
piece of legislation, you can best decide. However, an already complex health privacy
and confidentiality bill may not the best place to sort out responses to equally com-
plex discrimination problems. The Committee suggests that privacy and discrimina-
tion issues both deserve explicit legislative treatment. The Committee urges the
Congress to consider legislation expanding the anti-discrimination provisions of
HIPAA to cover all aspects of discrimination based on health status and condition.
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Preemption

Perhaps the most difficult conflict identified during our hearings is over preemp-
tion of state laws. Among large segments of the health industry, a major benefit to
federal legislation is a high degree of regulatory uniformity throughout the country.
The interstate nature of health care treatment and payment activities is readily ap-
parent. By one estimate, approximately half of the U.S. population lives near the
border of another state. To have a patient work in the District of Columbia, reside
in Maryland, and receive care in Virginia creates a nightmare for the health care
system to track unless substantial uniformity of policies and procedures exists. It
will be difficult for many involved in electronic transfers of health data to accept
any proposal that does not offer significant relief from the prospect of 50 different
state laws establishing separate rules.

On the other hand, it would be difficult for many patient groups, privacy advo-
cates and perhaps some provider groups to accept any proposal that does not allow
states to adopt stronger privacy protections as specified in the HIPAA. People dis-
agree whether existing state laws offer greater protection than most of the current
federal proposals. There is strong support in some communities for a solid federal
confidentiality standard that allows states to erect stronger privacy barriers. This
was the approach that Secretary Shalala recommended last September.

The Committee suggests, however, that this issue need not be treated as a single
problem with a single solution. The conflicts need to be broken down into compo-
nents, and each component analyzed separately. In some areas, the case for federal
preemption may be strong. For example, it may be unnecessarily complex to support
50 different patient access procedures. On the other hand, the need to recognize the
diversity of state public health laws is already clearly reflected in most proposals.
No one has suggested or is likely to support a uniform federal public health law.
A narrower and careful analysis of preemption may help to minimize the admittedly
strong conflicts here and may point to more effective resolutions. However, if suffi-
cient national conformity is not achieved, both national and international objectives
cannot be met.

The Committee stands willing to respond to such remaining issues in new legisla-
tion if and as the Congress desires.

Unique Health Identifier for Individuals

Because of privacy concerns, the NCVHS has recommended that HHS not adopt
a standard for unique identifier for individuals as called for in HIPAA until privacy
legislation is enacted. The NCVHS stated that “...it would be unwise and premature
to proceed to select and implement such an identifier in the absence of legislation
to assure the confidentiality of individually identifiable health information and to
preserve an individual’s right to privacy.”

The NCVHS outlined three sets of concerns. First, we noted that the selection of
a unique health identifier for individuals will become the focus of tremendous public
attention and interest, far beyond that afforded to other health privacy decisions.
No choice, the Committee concluded, should be made without more public notice,
hearings and comment.

Second, we concluded that, until a new federal law adequately protects the con-
fidentiality of the health record, it is not possible to make a sufficiently informed
choice about an identification number or procedure. The degree of formal legal pro-
tection in such a law will have a major influence on both the decision itself and the
public acceptance of that decision. Indeed, we would hope that passage of a com-
prehensive health privacy law would make the choice of an identifier easier, e.g.,
less threatening.

Finally, the NCVHS stated that a unique health identifier could not be protected
from misuses under current law, notwithstanding the criminal penalties for wrong-
ful disclosure enacted in HIPAA.

At the same time, the Committee feels an obligation to address the law and pro-
vide advice on this controversial matter. Accordingly, we are planning to hold sev-
eral public hearings around the country to gather information and explore the issue
further. This will be done in conjunction with the planned publication by HHS of
a Notice of Intent to gather descriptive and evaluative information on unique identi-
fiers for use in the health system on a systematic basis, including current practices,
before developing any further recommendations. Lack of unanimity from the com-
mittee on this topic may occur, reflecting the difficult nature of the problem.

Computer Technology

Testimony received by the Committee showed that computers are perceived dif-
ferently by different individuals and groups. Some view them as major threats to
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patient privacy and others as tools for offering far greater protection of personal
health data than is achievable with paper records. In terms of limiting release to
selected information, computer-based data offers the greatest potential to avoid re-
vealing patient identifiers. Others see computerized repositories of health data as
magnets for hackers and other abusers and presume huge health data repositories
are forthcoming. Testimony suggested that the real threats to computerized infor-
mation—as with paper records—come from insiders and not from hackers. Unfortu-
nately, this debate is hampered by a lack of sufficient, good health services research
on the frequency and seriousness of problems in this area. Anecdotal information
abounds with legitimate questions remaining as to its validity and representative-
ness.

Some have suggested that the patient authorization process should be expanded
and that patients should be asked or permitted to make decisions about whether
their information may or may not be computerized. The Committee is not sympa-
thetic to the notion that patients should have a choice in the technology used to cre-
ate, store and transmit health information. This is not a choice that record subjects
for records maintained by other third party record keepers such as banks and em-
ployers. Requiring health record keepers—who are spending vast sums on comput-
erization—to retain parallel paper systems is impractical and costly. It would deny
the benefits and savings that the Congress has already determined will result from
increased use of modern information technology.

Computers are an inevitable part of modern health care and indeed are intrinsic
to the actual delivery of hospital care today. In addition, computer technology can
provide strengthened confidentiality protections for personal health information. We
should move on to debate the proper protections for records in a computerized envi-
ronment. One response would be increased criminal and civil penalties for misuse
of computerized health records. These penalties should apply to both inside and out-
side abusers of health data.

Law Enforcement

Testimony revealed sharp differences over the standards and procedures that
should govern law enforcement access to health records. The law enforcement com-
munity contends that its track record accessing health records is a good one and
that its access authority is not abused. Some health care providers and privacy ad-
vocates, however, seek to establish higher standards that would require law enforce-
ment requests for records to obtain court orders, to provide patient notice, and to
expressly justify each access to records.

Several privacy proposals would prevent use of health records against the record
subject if an investigation of a provider brought to light criminal activity by the pa-
tient other than health care fraud.

This is the one major one area where the NCVHS respectfully differs from Sec-
retary Shalala’'s recommendations. She recommended no changes to existing laws
relating to law enforcement access to personal health information. Striking a bal-
ance between the needs of law enforcement and the privacy interests of patients is
difficult but a crucial piece of this entire puzzle.

The Committee believes that patients need strong substantive and procedural pro-
tections if their health records are to be disclosed to law enforcement officials. Inves-
tigators should be required to justify the need for patient identifiers and to remove
identifiers at the earliest possible opportunity. Other HIPAA provisions restrict the
use of health information against the subject of the record unless the investigation
arises out of and is directly related to health care fraud. If law enforcement wants
to use the record in another way, it must first obtain a court order. That is one pro-
cedural barrier that is also included in several current privacy legislative proposals.
Other proposals go further by requiring notice to the patient in some cases.

CONCLUSION

The NCVHS calls on everyone to work together in good faith. It is crucial that
the Congress pass a balanced law as quickly as possible. Each year, health informa-
tion becomes available for new uses, often without any legal, administrative, or pol-
icy barriers. Unless legislation passes soon, the risks to both patients and record
keepers grow.

Everyone should benefit from a well-crafted set of fair information practices for
health information. Patients will have new rights and greater protections for sen-
sitive information. Providers and insurers will have clearer responsibilities and
rules. Secondary users will know when they can have health information, when they
cannot, what their obligations are, and what penalties will result if these obligations
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are ignored. None of these benefits will be achieved unless everyone approaches the
legislative process with a spirit of compromise.

The NCVHS is pleased to provide a public forum for deliberation and advice on
these issues, and we look forward to working with HHS, the Executive Branch and
the Congress on a comprehensive and balanced health information privacy law.

Thank you, Mr Chairman. | would be happy to answer any questions.

Chairman THomaAs. Thank you very much, Doctor. | guess the
easiest way to start would be to indicate that in your testimony you
said that Congress should not treat the existence of the regulatory
authority as an adequate alternative to legislation.

Would you expand on that? Do you have any particular concerns
about the Department of Health and Human Service's ability to
promulgate such regulations? Or is it just too important to leave
up to an agency, and Congress’ responsibility ought to be to grapple
with this question? What is it that worries you about letting the
process go the way the legislation is structured?

Dr. DETMER. The key limitation of the process is that the law,
as written, covers electronic and computer-based information and
not paper and other forms, and that is the principal concern. So,
essentially, the legislation really has a more limited scope.

The committee also feels the legislation dealing with this more
broadly can generally craft a better response.

Chairman THomAs. | have been impressed with the learning
curve of a number of individuals who have been almost outspoken,
I guess, advocates for privacy, and their understanding of that.
Electronic data can, if done properly, be even better protected than
paper records.

Do you believe there is any role currently or in the near future
for a rather directed movement toward electronic rather than the
keeping of paper records; either carrots or sticks of some sort to
move more rapidly into electronic recordkeeping?

Dr. DETMER. Yes. First, | would echo your initial comment, but
very strong differences of opinion exist about this issue. Those of
us who have actually worked in both the paper era as well as, or
have a professional interest in the electronic approach, feel that ac-
tually there are a number of advantages to computer-based records.
You can encrypt it, you can extract solely the information you are
interested in and move it along, otherwise keeping the rest of the
record behind. You also have audit trails that can be helpful.

The point is that with the complexity of health care moving the
way it is in terms of the technology, the care itself, the medical in-
formation and such, I think the only way we will have high quality,
cost-effective care is with computer-based record systems. And, as
a country, we have not done what we could do to move this tech-
nology forward.

A key requirement for progress in this technology relates to what
we are here today for—privacy legislation is an absolutely essential
foundation brick needed if we are to see the real benefits of this
technology develop.

[The following was subsequently received:]
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In its administrative simplification requirements, the Health Insurance Port-
ability and Accountability Act of 1996 (HIPAA)(Public Law 104-191, Aug. 21, 1996)
calls for uniform standards for electronic transactions in health administration pre-
ciseLy kk))lecause separate standards developed at other than the national level are not
workable.

The Recommendations of the Secretary of Health and Human Services, pursuant
to section 264 of the Health Insurance Portability and Accountability Act of 1996
(September 11, 1997), noted that

[t]here is continuing movement toward a computer-based patient medical record,
with national standards for content and format, and the possibility of ready inter-
state transmission as needed for patient care. A major impetus toward adopting this
type of record was a report of the Institute of Medicine in 1991 that recommended
adoption of the computer-based patient record as the standard for all patient care
records. Likewise, increasing use of telemedicine means that patient information
will often cross State lines, sometimes in real-time delivery of care. This promising
development is an important facet of the National Information Infrastructure be-
cause of its potential to provide greater access to quality health care for all Ameri-
cans, especially those living in rural and remote areas.

The National Committee on Vital and Health Statistics (NCVHS) last year held
six days of hearings involving witnesses from the full spectrum of public and private
constituencies concerned with privacy, consumer interests, and operation of the
health care system. Testimony received at these hearings showed that “computers
are perceived both as threats to patient privacy and as tools for protecting personal
health data. Some see computerized information as the best way to support greater
use of data without revealing patient identifiers. With traditional paper records, for
example, the difficulties of creating non-identifiable data are typically significant. It
may be impractical and very time-consuming to make a complete copy of a paper
record with all identifying data removed. With a computer record, the administra-
tive burden of creating anonymized records may be insignificant. Others see comput-
erized repositories of health data as magnets for hackers and other abusers.” Fur-
ther testimony suggested that

[T]he real threats to computerized information—as with paper records—come
from insiders and not from hackers.

Nevertheless, because of the important and increasing role of computers in health
care, it is important to be sensitive to both public perceptions and to the possibility
that abuses of computerized health records will increase in the future. One response
would be increased criminal and civil penalties for misuse of computerized health
records. These penalties should apply to both inside and outside abusers of health
data.

The Committee noted that it is often overlooked that computers contribute di-
rectly to improved patient care in many ways, and that debates on the proper role
of computers and electronic records often focus only on the threats to privacy and
not the benefits for patients. The committee concluded that a more balanced discus-
sion about the value and the risks of computers is essential, and

that we need to do more to develop and implement technological protections for
health records. Technology offers the possibility that we can use records for socially
beneficial purposes while fully protecting privacy at the same time. Greater use of
nonidentifiable, coded, or encrypted records can make everyone better off at little
or no cost. Technology will not cure all problems related to the use of identifiable
information, but it can diminish the intensity and scope of the problems. This may
be the most promising area for additional development.

The NCVHS has not addressed incentives or disincentives for the keeping of elec-
tronic records. A new NCVHS workgroup on Computer-based Patient Records may
address this issue in the future.

Chairman THomaAs. Let me ask the question a slightly different
way. Are our efforts enhanced, do we make the job easier or more
difficult based upon the way we approach how we are going to leg-
islate; that is, try to deal with the very sensitive question of pri-
vacy for both individually identifiable records and encrypted
records, whether they be electronic or paper; or if we put a serious
emphasis on trying to create a timeline in which we move to the
electronic era and then deal with the same concerns about individ-
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ually identified records? I am wondering which, in your opinion,
would get us there in the most efficacious way.

Dr. DeTMER. | think if we acted on this issue—if you acted on
this issue in this session——

Chairman THoMAs. | assure you it is going to be “we.”

Dr. DeETMER. Well, I would hope so. In any event, if this is acted
upon in this session, | honestly think the field is moving forward,
but there are also things that would be in the public’s interest that
the Congress could also do to facilitate the development of
computer-based health records.

We have in this country fairly well-developed hospital informa-
tion systems compared to those for primary care and smaller care
units. If you look at the United Kingdom or the Netherlands, for
example, they have put in some tax benefits as well as equipment
writeoffs that really have moved that technology forward.

And, incidentally, they have privacy legislation in place, and the
populations in both of those countries feel quite good actually in
that sense about this issue. | am not saying to every last person,
but as a development | think it is seen as a positive thing.

Chairman THomas. The difficulty, of course, is that Great Britain
is a unitary country and we are a Federal system, and States have
proper roles to play in a number of areas. Dealing directly with in-
dividuals, for example, with regard to health and welfare, is one of
the roles the States have to play which makes our job more dif-
ficult to bridge those differences.

In looking at the information, one of the concerns I think is war-
ranted by the individuals who do not want to err, who are con-
cerned on the side of the right to privacy, is the access to those
identifiable patient records. Does it seem reasonable that if we, for
example, move toward a system which would allow for a deter-
mination of who accessed the records, to make that accessing of the
records available to individuals?

I know you can place extreme punishment on people misusing
that information. But | think the most chilling effect often on peo-
ple misusing that information is to make it easily known as to who
it is that is accessing those records. That is the first part of the
question.

The second part, since that involves enforcement in a very direct
way, it is too simplistic to view the role of the Federal Government
and the State legislators as perhaps dividing it along that line; that
where there are identifiable personal records, that could be a very
proper and appropriate role for the States to deal with how you
deal with that information; and the encrypted records, primarily
for research, far more often travel across State lines, are collected
for purposes that should have a set of protocols properly approved
by an appropriate agency? Is that too simplistic a view?

Dr. DeTMER. The difficulty, unfortunately, is we have been get-
ting testimony in some of our recent hearings in particular that the
ability to assure the data are securely encrypted, clearly identifi-
able, or are clearly not identifiable is not likely to be that airtight.

The fact of the matter is, almost all of these things can be open
to manipulation, if you will. The most likely assurance you will be
getting encrypted or nonidentifiable data, which involves a lot of
the information, will simply be from the fact that you have strong
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sanctions in place. People will clearly want to just use nonidentifi-
able data as much as possible to avoid, obviously, the exposure to
sanctions for misuse.

It would be tough to get back directly to your question, to craft
language in that kind of a dichotomous approach.

Chairman THomaAs. But would you respond directly to the point
of having the ability to have a clear trail from the identifiable elec-
tronic data and providing it to, for example, the individual, as to
who it is that has been looking at the records?

Dr. DETMER. Yes, | think certainly the trail, the idea of audit
trails is a protection. It is also true, of course, depending on how
much information you keep relating to all the trails and who is in-
volved, that that also then becomes, if it is overdone, yet another
set of information that could then be abused and hence invade pri-
vacy. So all of these things have a balance that has to be struck.

[The following was subsequently received:]

The NCVHS provided its recommendations on adoption of security standards in
a letter to the Secretary, HHS, dated September 9, 1997. In providing a series of
principles and recommendations for the Secretary's consideration, the Committee
stated that in order for health information systems to be secure, there must be mon-
itoring of access. Specifically, “[o]rganizations should develop audit trails and mech-
anisms to review access to information systems to identify authorized users who

misuse their privileges and perform unauthorized actions and detect attempts by in-
truders to access systems.”

Chairman THomAs. And then finally, | know it was in your testi-
mony but | want to underscore it, the administration in making its
initial proposals placed a privileged category for law enforcement
agencies, and you voiced some concern about that.

My assumption is we all understand the importance of that, but
that in your opinion they probably carved out too big an island, too
exclusive an approach for law enforcement?

Dr. DETMER. Yes. With all respect, this was the only area of sig-
nificant difference between the committee’'s recommendations and
the Secretary’s recommendations. We urged substantive procedural
protections. We felt law enforcement should justify their need for
personal identifiers, remove those identifiers at the earliest pos-
sible moment, unless needed for fraud investigation, and a court
order seemed appropriate for access.

There was a huge array of issues we had to look at. We did not
spend a detailed amount of time on this, and probably will deserve
to spend more, but clearly we did differ from the Secretary in that
and we urged more protections.

Chairman THomAs. Thank you very much, Doctor. Obviously, we
will rely on you in your ongoing examination. My belief is this is
an area that could change relatively quickly in terms of techniques
that are being developed, especially when we are looking at an Au-
gust 1999 deadline. At least, | certainly hope so.

Thank you very much for your input.

Does the gentleman from Wisconsin wish to inquire?

Mr. KLEczKA. With respect to research currently being done by
managed care companies, is that being done with the informed con-
sent of the individuals?
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Dr. DETMER. Right now we have very much a patchwork of in-
complete and inadequate protections generally. | think most man-
aged care companies do in fact—and health care organizations—do
in fact try to protect the data of patients. Obviously, we do not
have full information. In fact, one of the problems of this whole
field is a relative lack of the kind of research base that would be
very useful to us as a committee, as well as to you in your roles.

In general, if you have health professionals involved in the work,
whether it is the quality work or cost effectiveness or whatever,
utilization work, health professionals have a genuine concern for
confidentiality. And | am not sure it is always done ideally by
health professionals, but it has been part of their upbringing from
the time they got into the health professions. There is a bit perhaps
less dedication and concern for privacy as you get beyond the
health professionals themselves.

[The following was subsequently received:]

We do not know. The Committee does not have information on this area.

Mr. KLECzKA. Later this year the European Union is scheduled
to come down with a directive relative to transferring of data to a
third country, and that directive indicates that they want to ensure
the level of protection. Currently, does this country meet the cri-
teria that is set forth in that directive?

Dr. DETMER. It is not precisely clear to me that it does. If you
really look at it pretty literally, I would say it does not. This is not
a formal committee view, that is my own assessment of this. The
committee has not formally assessed the matter.

But | do think it is important for us, and it does speak to the
issue of States’ preemption. If we do not have a Federal law that
is sufficiently recognizable as a national standard, we certainly
could be open to the clear interpretation that we would not be
meeting the EU guidelines, and it would prevent us from being
able to share information for purposes of research and other social
benefit.

[The following was subsequently received:]

The EU directive is a very comprehensive privacy law covering all personal data
and designates an official with power to regulate private sector use of personal data.
The U.S. does not have a comprehensive legal scheme of data protection, nor an offi-
cial who has privacy protection as a sole responsibility on a nationwide, or govern-

ment-wide basis. Rather, it has a number of separate State and Federal laws, but
no privacy law generally applicable to all data.

Mr. KLeczka. What would be the impact on this country in terms
of trade and research should we not meet the criteria and so forth
in the directive?

Dr. DETMER. | have not seen specific estimates, but in terms of
looking certainly at drug development and other activities that are
in the public’s interest, | think it would have an adverse impact on
what would otherwise be a desirable thing.

[The following was subsequently received:]
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The impact is not yet clear. It is our understanding that the Commerce Depart-
ment and the State Department have been involved in discussions with EU staff.
Within the Department of Health and Human Services, the HHS Data Council is
surveying its staff and operational divisions to determine the extent to which indi-
vidually identifiable personal data moves from the EU to the U.S.

Mr. KLECzKA. It is your view, at this point at least, we do not
currently meet the specifics of that directive?

Dr. DETMER. That is my own personal interpretation, yes.

[The following was subsequently received:]

We believe that the U.S. may not currently meet all of the criteria of the EU di-
rective.

—

Mr. KLEczkA. What is the timing of that? It is supposed to come
down later this year?

Dr. DETMER. | do not know the specific time. | could get back to
you on that, but it is coming along, though, that is for sure. But
exactly specifically—

Mr. KLeczkA. | have information the effective date is October of
this year.

Dr. DETMER. You sound like you have the information.

Mr. KLeEczka. Thank you very much.

Chairman THowmAs. Does the gentleman from Louisiana wish to
inquire?

Mr. McCRreRY. Just a couple of questions, Mr. Chairman.

Dr. Detmer, | want you to expound a little bit on the question
of preemption of State laws. | am a little concerned about what |
perceive to be the Secretary’s recommendation that we have a na-
tional law, a national standard, but that we allow the States to
enact stricter standards.

How is that going to solve the problem of uniformity? It seems
to me to be contradictory. Can you expound upon that?

Dr. DeTMER. Well, this is a very complex issue. The committee,
to the extent it has spoken to this, feels like it is worth splitting
out this issue and not looking at it in a totally either all Federal,
no State, or wide open and a weak Federal floor, if you will.

There may be areas where it might be very wise to in fact allow
State standards. For example, the area of public health law. The
States have very well-developed public health laws that have been
developed in very good collaboration with the Federal Government.
So | think our general attitude would be you should look at pre-
emption piece by piece.

Speaking personally, you are going to be hearing from a witness
from Minnesota. If you do see, as the Chairman said, States doing
too much experimentation, 50 points of light in my view is not nec-
essarily going to give us enough clarity on this. If you have a suffi-
ciently high standard, the States will not seek to do more. In some
areas, like public health law, it is probably the best approach to ac-
knowledge that body of law.

[The following was subsequently received:]
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Preemption of state laws was the most difficult conflict identified at the hearings
we held, and did not yield a clear answer. The NCVHS addressed preemption spe-
cifically in its recommendations to the Secretary (June 27, 1997), as follows:

Among large segments of the health industry, a major benefit to federal legisla-
tion is a high degree of regulatory uniformity throughout the country. The interstate
nature of health care treatment and payment activities is readily apparent. It will
be difficult for many involved in electronic transfers of health data to accept any
proposal that does not offer significant relief from the prospect of 50 different state
laws establishing separate rules.

On the other hand, it would be difficult for many patient groups, privacy advo-
cates and perhaps some provider groups to accept any proposal that does not allow
states to adopt stronger privacy protections as specified in the HIPAA. People dis-
agree whether existing state laws offer greater protection than most of the current
federal proposals, but a proposal is not a law so judgments in this area are pre-
mature. There is strong support in some communities for a minimum federal con-
fidentiality standard that allows states to erect stronger privacy barriers. HIPAA al-
ready reflects a policy that stronger state laws should be allowed to prevail.

Existing proposals differ on preemption. Most preserve existing state mental
health and public health laws, but the scope of this language is unclear. H.R. 52
adds a new idea to the mix by allowing states to pass additional restrictions on ac-
cess to health records by state officials.

The Committee suggests, however, that this issue need not be treated as a single
problem with a single solution. The conflicts need to be broken down into compo-
nents, and each component analyzed separately. In some areas, the case for federal
preemption may be stronger. For example, it may be unnecessarily complex to sup-
port 50 different patient access procedures. On the other hand, the need to recognize
the diversity of state public health laws is already clearly reflected in most propos-
als. No one has suggested or is likely to support a uniform federal public health law.
A narrower and careful analysis of preemption may help to minimize the admittedly
strong conflicts here and may point to more effective resolutions. However, if suffi-
cient national conformity is not achieved, both national and international objectives
cannot be met.

Mr. McCRreRY. Can you briefly, if you feel comfortable doing this,
either on the part of the commission or on your own part, outline
for us the reasons for having a national standard?

Dr. DeTMER. Well, | think clearly the most critical one in my
view, speaking as a practicing physician and looking at the fact
that much of the population in this country lives near State bor-
ders, if we have stiff penalties in place, let us say a patient works
in the District, lives in Virginia, and gets their care in Maryland.
You will have different States which will have different standards,
with still very stiff Federal penalties. Trying to keep that straight,
both as a patient and as the provider, it strikes me as really mak-
ing it very difficult, and we do want to have an effective law.

If 1 were just to speak to one thing, that is, in my mind, one of
the most compelling arguments to be made for strict Federal pre-
emption. But, again, | would be happy to try to get back to you
with more specific direction on this very important issue. Without
question, it is one of the more controversial areas of this legisla-
tion.

[The following was subsequently received:]

The existing legal structure does not effectively control information about individ-
uals’ health. Federal legislation, establishing a basic national standard of confiden-
tiality, is necessary to provide rights for patients and define responsibilities for
record keepers. The Committee’s position on this is reflected in its recommendations
to the Secretary (June 27, 1997) wherein it made a number of principal findings:

The United States is in the midst of a health privacy crisis. The protection of

health records has eroded significantly in the last two decades. Major contributing
factors are ongoing institutional changes in the structure of the health care system
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and the lack of modern privacy legislation. Without a federal health privacy law,
patient protections will continue to deteriorate in the future.

The importance of trust in the provider-patient relationship must be preserved.
Patients must feel comfortable in communicating sensitive personal information.

Delays in passing privacy legislation will allow additional and uncontrolled uses
of health information to develop. Failure to address health privacy will also under-
mine public confidence in the health care system, expose patients to continuing in-
vasions of privacy, subject record keepers to potentially significant legal liability,
and interfere with the ability of health care providers and others to operate the
health care delivery and payment system in an effective and efficient manner. The
greater the delay in imposing meaningful controls on inappropriate use and disclo-
sure of identifiable individual information, the more difficult it will be to overcome
institutional resistance to restrictions on use and disclosure or changing the way
that information is acquired and used. On the other hand, the confidentiality of the
provider-patient relationship and the confidentiality of health records had been the
foundation by which the health care system helps ensure the best possible health
care. It is not easy to strike a fair balance between these some times competing con-
cerns.

Mr. McCRrerY. Thank you. That would be helpful, because look-
ing over your testimony, it is not real clear to me, anyway, what
your recommendation is.

Dr. DETMER. OK.

o II\A][ IMCCRERY. If you could be more specific, that would be very
elpful.

Second question. You talk about needing to guard against dis-
crimination in a number of areas, including insurance. Most people,
when they apply for insurance, are they not asked to reveal any
health conditions that would have an impact? So what is the prob-
lem on discrimination in insurance?

If you see that as a problem, perhaps we should move to some
sort of community rating. That would resolve that. Do you want to
comment on that?

Dr. DETMER. We have not talked about the issue of community
rating as an issue per se. | do think that the very concept of health
insurance, though, is it is to be something that is there for people
when they are sick. And if indeed you reveal you have illnesses and
then you cannot get any coverage, or it is so extravagant or expen-
s;]ve you cannot afford it, then the very concept of insurance is not
there.

At some level this is a very important question and is obviously
a gquestion that goes beyond the privacy legislation, certainly, but
I think it is a very critical question: Do people get coverage for ef-
fective services or not? That is a community rating kind of issue.

[The following was subsequently received:]

To the extent that the NCVHS has addressed this matter, its discussions have
included the following points. The relationship between privacy (as defined by prin-
ciples of fair information practices) and discrimination is an issue that was raised
a number of times during the NCVHS hearings last year. Some motivation for pro-
tecting health information is to prevent the discriminatory use of the information
both inside and outside the health care setting. Patients receiving care for some
health conditions or who have been the subject of genetic testing have been and con-
tinue to be the subject of discrimination in employment, insurance, and elsewhere.
Several current Congressional bills address the possible discriminatory use of ge-
netic information.

Discrimination based on health status and condition remains a major and impor-

tant concern. While the Committee has not focused its full attention on discrimina-
tion, legislative responses are appropriate. It is not clear, however, that general pri-
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vacy concerns and discrimination concerns must be or should be addressed together
in the same piece of legislation. An already complex health privacy bill is not the
best place to sort out responses to equally complex discrimination problems. The
Committee suggested in its recommendations to the Secretary (June 27, 1997) that
privacy and discrimination issues deserve separate legislative treatment. The prob-
lems of discrimination are important, but not enough work has been done to explore
the content of anti-discrimination legislation. The Committee urged the Secretary to
propose legislation expanding the anti-discrimination provisions of HIPAA to cover
all aspects of discrimination based on health status and condition.

Mr. McCReRY. Thank you.

Chairman THomas. Does the gentleman from California wish to
inquire?

Mr. BECERRA. Let me ask a question, and this may be somewhat
premature, since we are trying to figure out what we believe con-
fidentiality or privacy to be and how we address it, but certainly
some of what we want to protect will have to be done through stat-
ute.

The preemption issue, for example, makes it clearly Federal ver-
sus State. We will have that dispute. But some areas are probably
best protected by regulation because they may need to change peri-
odically and statutes would be too difficult to have constantly
amended. Do you have any sense right now, Dr. Detmer, what
areas are clearly best left to regulation versus statute? What
should we not do?

Dr. DeETMER. That is a very tough question and it is one, obvi-
ously, I think all the Members of the Subcommittee grappled with.
I do not question at all the validity of your basic comment. It is
true that if you put too much in a statute, you do not have the
flexibility that can come with regulation.

Clearly, | think we do need a set of basic health information
practice protections, and those, | think, can be a matter of statute.
Exactly how those play out over time are appropriately left to regu-
lation. And certainly as the chair of the national committee that
has with a nearly 50-year history of advising government, | think
that the NCVHS committee review process is a wonderful mecha-
nism by which regulation can became more attuned to the times
and the needs.

Here is a group of private citizens serving and giving expertise
to the Government, having an opportunity to hold hearings for
wide varieties of folks and then making recommendations. The
HIPAA legislation in that regard is a very nice model, because it
did lay out a general picture, but then it also mandated that regu-
lations would follow based on explicit hearings and the advice of
this Subcommittee.

Mr. BECERRA. Is there any particular area you could identify for
us?

Dr. DETMER. Well, | say certainly basic health information prac-
tices. 1 will be happy to get back to you. | think it is a very rel-
evant and critical question actually to the legislation.

Mr. BECeRRA. | think to the degree you can help us set the pa-
rameters of what we are going to do, if there is something we
should clearly leave off the table with regard to statutes and limi-
tations, it would help us quite a bit.
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Dr. DETMER. Certainly.
[The following was subsequently received:]

Both the NCVHS in its recommendations to the Secretary (June 27, 1997), and
the Secretary in her recommendations to Congress (September 11, 1997), recognized
the difficulty in drafting health privacy legislation and recommended a “safety valve
provision.” Specifically, the Secretary’s recommendations noted:

We recommend that there be authority to suspend, by regulation, any provision
of the legislation for a limited period in the event of an unforeseen significant threat
to health or safety, significant threat to patient privacy, major economic disruption,
or manifest unfairness.

The design of precise controls on the use and disclosure of information is a com-
plex task, and it is possible that the legislation would forbid a disclosure, or other-
wise constrain behavior, in a way that causes unanticipated hardship.

Authority to suspend a provision would ensure that situations like this could be
addressed, on a temporary basis, pending Congressional consideration of amend-
ments.

Federal agencies are accustomed to the flexibility provided by the Privacy Act of
1974, whose routine use provision (5 U.S.C. 552a(a)(7) and (b)(3)) permits agencies
to make administrative choices to disclose information beyond the disclosures explic-
itly allowed in the statute. We do not recommend administrative authority as flexi-
ble as the routine use provision, which appears in a law covering all activities of
all Federal agencies, and where a statutory catalog of all possible uses of informa-
tion was not feasible. We recommend a provision to deal with extraordinary situa-
tions that may have not been foreseen, and then only for a limited time.

Mr. BECERRA. With regard to the whole issue of the data we col-
lect and how we keep all that information, electronic, paper, and
so forth, what do you do with the nonprofit, the community-based
clinic that already survives on a shoestring budget, if we determine
that the best way to keep information safe is to go toward some
electronic mechanism?

How do we help those that are barely surviving to provide health
care, to now get to the point where they will abide by statute or
regulation requiring them to provide protection to private informa-
tion?

Dr. DETMER. Very good point. It came up in our hearings. In par-
ticular, we had a hearing out in San Francisco where Los Angeles
County Hospital came and said, Look, our budgets are so low, the
idea we can have a very wonderful, which we would like, informa-
tion system with what many of you might consider really important
and basic information is simply beyond our means.

There is clearly cost involved in this issue, and certainly one of
the main drivers of HIPAA was to in fact save money from admin-
istration simplification. We again lack the facts and data that
would allow us, | think, to really know exactly how big a problem
this will be. We know in some areas trying to do much of anything
would probably stretch their budget. So there is a tension in here
and there is a cost in this.

On the other hand, there is also a general public concern about
privacy. We need to have a law but we do need to, | think, look
carefully at the costs that that will impose on people.

[The following was subsequently received:]
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Section 1173 of the Health Insurance Portability and Accountability Act of 1996
(Public Law 104-191, Aug. 21, 1996) requires the Secretary to adopt standards for
electronic data transactions, but does not mandate that providers exchange informa-
tion electronically. While issues regarding costs of maintaining and providing infor-
mation electronically have been raised at its hearings, the Committee has not ad-
dressed this issue.

Mr. BECERRA. Thank you, Mr. Chairman.

Chairman THomaAs. In regard to that, though, the next panel will
have some comments, and | find the argument on cost a bit analo-
gous to the preventive care arguments we had, that wound up with
us finally spending money according to the budget rules. Everyone
involved believed that in the long run, a decade, a generation, that
we would save money on preventive care. With adequate records,
the investment and the ability to keep really accurate records, that
a number of areas such as duplicate procedures or missed proce-
dures, that would save customers in the long run, may very well
be at least offsetting.

That is not a comfort to someone who has to meet a budget on
a quarterly or a yearly basis, but we need to look at all aspects of
the decision rather than just very narrowly someone’s quarterly ac-
counting on the cost of changing the way in which we provide
records both to the patient and to the system.

The other point | wanted to make before | ask you a final ques-
tion, the gentleman from Louisiana’s line of questioning is very,
very pertinent, and | have had an ongoing, mostly positive relation-
ship with the insurance business trying to convince them that their
real job is to manage risk, not eliminate risk.

Dr. DETMER. Thank you.

Chairman THomas. Under the current rules, at the same time,
we ought not to shoot the messenger if what they do is provide us,
under the current rules, the cost of coverage for particular con-
cerns. That then becomes an immediate problem for the individual,
but it becomes a problem for society in examining the way in which
the current rules operate.

And that goes to the gentleman from Louisiana’s discussion
about community rating or getting better risk assessment tools
available to us for making these kinds of decisions, because | do
not want the industry to pull punches in terms of what the costs
of these various conditions would be to insure in the current world.
That allows us to make a realistic decision and not an unrealistic
one.

Then, finally, as we get into this area which all of us now I think
are fairly sensitized to, as to its importance in dealing with pri-
vacy, we do not have a comprehensive privacy statute on the books.
The string theory of physics for privacy, | think for a very good rea-
son. We do have, though, a number of statutes on the books, and
the staff has listed for me the Privacy Act of 1974, Americans With
Disabilities Act, the Controlled Substances Act, and most recently,
the Balanced Budget Act.

Did the committee review those? And can you give us any lessons
learned from the implementation of these earlier Federal statutes,
in terms of their either applicability or the difficulty of converting?
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One of the things we do around here is take something that has
worked in the past and apply it to something else. Do you have any
cautionary words about the way in which we might approach this
particular area of privacy vis-a-vis what we have done in the past
and what might be seen as somewhat similar or related areas?

Dr. DETMER. Yes, and the committee has not explicitly dealt with
that question, particularly the Balanced Budget Act, which is very
current. | think the question is a good one and one that | will put
tch] the committee. | think it could be useful to you to get back on
that.

In general, as an offhand comment, |1 do not think that the proc-
ess, being the way it operates, it has been that bad. In fact, it has
been quite good.

I do want to respond to an earlier comment, if | might. |1 think
my first time to ever testify before you was soon after |1 had chaired
the Institute of Medicine study on computer-based patient records
some years ago, and | want to underscore how much | agree per-
sonally with what you are saying here. On the basis of that study
and other work, we will not get to truly value-based, cost-effective
care, even looking at these issues of cost on insurability and such,
until we have much finer grain reliable information. That is only
going to come actually out of computer-based analysis, properly
done, with the appropriate confidentiality protections in place.

[The following was subsequently received:]

The Committee has not examined the Privacy Act or the other laws in any depth
in developing its recommendations.

Chairman THomas. Well, without it | do not see how we can cre-
ate some outcomes research that providers will need, that we will
need as smart buyers with the taxpayers’ money, but, more impor-
tantly, providing a body of information to patients so that they can
be smart consumers as well, which is one of the fundamental ways
we will keep a control on health care costs.

Dr. DETMER. Many of us are grateful for your leadership on that.

Chairman THomaAs. The final comment would be to tie in once
again with the gentleman from California. While you look at these
various particulars, the other thing I am most concerned about is
the balance between statute and regulations. Because, obviously,
given the changing technology, we are not going to be able to write
a piece of legislation that is probably as flexible as we would like
for the near term.

If you could, create some bright lines for us that would be most
appropriate in legislation versus areas that probably are going to
be changing and we can review, lock up if necessary in legislation
in the future, but perhaps might lead to legislation.

My real worry about that is that as this argument for privacy
continues, | do want to make sure the Federal statute encompasses
the basic structure so that there will not be, for want of a better
term, an end run around what we are trying to do by—particularly
by States being overly zealous in regulating beyond what is nec-
essary to create those clear and necessary personal privacy and
confidentiality protections, but still allowing for the collection of
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data which will allow us to move forward, both for individuals and
for medical science.
[The following was subsequently received from Mr. Detmer:]

As noted above in response to Q9., both the NCVHS recommendations to the Sec-
retary (June 27, 1997) and the Secretary’s recommendations to Congress (September
11, 1997) recognized the difficulty in drafting health privacy legislation and rec-
ommended a “safety valve provision.” The Secretary’s recommendations specified
that “[w]e recommend that there be authority to suspend, by regulation, any provi-
sion of the legislation for a limited period in the event of an unforeseen significant
threat to health or safety, significant threat to patient privacy, major economic dis-
ruption, or manifest unfairness.”

Any Members have any additional questions?

The gentleman from California.

Mr. BECeRRA. Really quickly, and again this may be premature,
was there a great deal of discussion of what you do after privacy
information has been disclosed? What about the person who has a
mental history and those records are disclosed, or has the AIDS,
HIV virus? What happens in that case, when the cat is out of the
bag? Did you propose or discuss what should be the remedy in
those cases?

Dr. DeTMER. Well, | think we do see, as | say, sanctions that
should come into play if there are obvious cases of that type. You
mentioned both mental health as well as HIV, for example. Clearly,
there are some sets of health information that will expose people
more than other general data, like a simple blood pressure, pulse
reading, say.

The general feeling is that if you really start taking it case by
case and trying to look at genetic information, or HIV status, or
mental health data, all in separate kinds of all special sorts of
cases, that becomes something almost impossible to try to manage
sensitively and appropriately. The committee’s general feeling is,
Let us put in a very good standard and let us have that standard
be such that it protects those people, so that in fact your protection
does not depend on what disease you unfortunately happen to get
or what problem you happen to have.

Mr. BEceRRA. If | could ask this, as you all continue, if you could
give some close attention to giving us some strong and specific rec-
ommendations on sanctions, because there will be all sorts of spe-
cial interests in this trying to fight to either make them very
strong or very weak, and it would help if we had some good guid-
ance from those who are examining the whole issue. Give us a
sense of how strong or how weak we should be with regard to sanc-
tions, if in fact we find that information is disclosed.

Dr. DETMER. It is clearly a judgment call. At least | would advo-
cate that you make them sanctions that really look and feel like
sanctions, if it looks like a horse and feels like a horse. | really
think that needs to happen.

I think they really need to be there, but it is still a question of
levels. And you are right, there will clearly be some pressures to
make it higher or lower. Again, | will see if | can try to give you
some advice on that, if | can.

[The following was subsequently received:]
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There is clear consensus that there be strong civil and criminal sanctions. A fed-
eral privacy law should, as recommended by the Committee (June 27, 1997) and the
Secretary (September 11, 1997), “provide for punishment for those who misuse per-
sonal health information and redress for people who are harmed by its misuse.
There should be criminal penalties for obtaining health information under false pre-
tenses, and for knowingly disclosing or using medical information in violation of the
Federal privacy law. Individuals whose rights under the law have been violated
should be permitted to bring an action for damages and equitable relief.”

Mr. BECERRA. Thank you, very much.

Thank you, Mr. Chairman.

Chairman THomas. Looked like a horse and kicked like a mule.

The key to that is where it is personally identifiable and it is
electronic, you will know who has done it with the audit trail, and
that you allow for relatively tough sanctions but the court system
to resolve a number of those on the intensity.

We obviously have access to taxpayer funds for medical purposes
to sanction a number of people who are involved in the medical end
of it through research or other ways, and a combination of those
are what we are going to have to look at.

Dr. DETMER. It is not as though we have no protections or things
in place at this point. In fact, | think there is quite a bit of interest
and commitment to this. It is just that we do not have a privacy
law.

Chairman THowmAs. And to determine which ones appropriately
match up.

Dr. DETMER. Exactly.

Mr. BECERRA. The bottom line is, for the patient who has had
this information exposed, there is little remedy he can do in terms
of money or some type of civil or criminal sanction against that dis-
closure to make that person now feel whole.

I would think we would want to construct something that pro-
vides swift sanctions and, as you said, it really has teeth. Because
what you want to do, as you said before, is protect the information
from ever being disclosed, especially information that is that sen-
sitive of a nature.

Chairman THomaAs. The gentleman is pursuing a line of deter-
rence. | understand what you are saying.

Mr. BECERRA. Prevention.

Chairman THomAs. You probably would not want to go down
that road in other areas of discussion, but | clearly think a good
example would be a deterrence. If you have a clear indication of
someone violating it, a relatively swift and stiff punishment would
occur, and we will explore those avenues.

Dr. DETMER. And, in fact, unfortunately many lapses are essen-
tially a person who has no business doing what they are doing. And
that is far more the more common area than a problem with the
technology itself or something else. It is somebody not respectful of
these kinds of data and the personal harm they do to people.

Chairman THomas. Well, thank you very much. This is obviously
the beginning of a process of producing legislation that will both
protect individuals’ right to privacy and confidentiality of records
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and also allow us to continue to access them for legitimate medical
and research purposes.

Thank you very much, Doctor.

Dr. DETMER. Thank you.

Chairman THomAs. We can ask our next panel to come forward.

This will be Dr. Stephen Borowitz, who is associate professor of
pediatrics and health evaluation sciences at the University of Vir-
ginia, Charlottesville; Janlori Goldman, director of the Health Pri-
vacy Project at Georgetown University; Dr. James R. Birge, | be-
lieve it is, medical director and chief executive officer of the
MacGregor Medical Association in Houston, Texas.

Dr. Borowitz, a copy of your full statement will be placed in the
record. You may proceed in the time available in any way you see
fit.

STATEMENT OF STEPHEN M. BOROWITZ, M.D., ASSOCIATE
PROFESSOR, PEDIATRICS AND HEALTH EVALUATION
SCIENCES, UNIVERSITY OF VIRGINIA HEALTH SCIENCES
CENTER, CHARLOTTESVILLE, VIRGINIA

Dr. BorowiTz. Mr. Chairman and Subcommittee Members, my
name is Stephen Borowitz and | am associate professor of pediat-
rics at the University of Virginia. In the next several minutes |
hope to show you how information technology can improve health
care.

The practice of medicine is information intensive. Forty percent
of hospital operating costs result from patient and professional
communications, and physicians and nurses spend as much as half
of their time documenting. Yet 70 percent of the time, physicians
do not have all the information they need. The greatest reason for
this is that we continue to keep most medical information in a
paper medical record.

The paper record today is little different than 50 years ago, de-
spite an explosion of medical knowledge and technology. Informa-
tion is not sorted for relevance but rather by source and chro-
nology, so that critical information may be deeply buried. Increas-
ingly, the paper record is serving purposes it was not designed for.
It is the source of medical billing documentation and the principal
repository for medical-legal information. There is more and more
information in the record, much of which has little or no direct clin-
ical relevance.

When compared to paper records, computerized records provide
easier and faster access to clinical information. The data are of
higher quality, always legible, and can be displayed in a number
of different formats. Many organizations are already developing
computer-based records.

This is my younger daughter’s record at the University of Vir-
ginia. This and other systems are searchable. We can search for all
of the patient’s blood counts, and the results are displayed quickly
on a single screen and can be graphed or analyzed. The system also
contains text.

This is a hospital discharge summary of a little girl with ulcera-
tive colitis whom | care for. Two days after her hospital discharge
she returned late at night with intestinal bleeding. Because of this
computerized record, the emergency room physician immediately
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knew her problem, who should be contacted, and what interven-
tions were appropriate.

Computerized records can contain images such as x rays or elec-
trocardiograms. By being able to view this old electrocardiogram,
an emergency room physician can determine that this man com-
plaining of chest pain is experiencing heartburn not a new heart
attack.

Perhaps the greatest limitation of the paper-based medical record
is that it actually does not exist. Every health care provider who
has ever seen a patient has a separate paper record, and these
records are viewed as personal notes or reminders rather than part
of a larger whole. They are often perceived as owned by health care
providers rather than by the patient.

An excellent example of the limitations of the paper record is
childhood immunizations. These are the safest and most cost-effec-
tive health interventions. Ninety-five percent of children begin the
recommended series, and 97 percent are fully immunized upon
entry into kindergarten. However, only half of 2-year-olds are fully
immunized, yet they are the group at greatest risk for the diseases
we are trying to prevent. The number of completely immunized 2-
year-olds would go from 50 to 85 percent if we eliminated all
missed immunization opportunities.

The biggest barrier to this is the lack of data. Many children
change providers or are seen by multiple providers. Half of all chil-
dren receive immunizations at two or more facilities. This makes
responsibility for immunizations ambiguous. Who keeps track of
them and who should be responsible?

We have attempted to provide this type of information with
Project Vaccine, a shared computerized immunization data base.
Here is my younger’'s daughter immunization record. She is up to
date. While this system can recommend immunizations, providers
were resistant to this, so we provide current immunization sched-
ules. Over the past 3 years, the rate of completely immunized 2-
year-olds in central Virginia has risen from 58 to 78 percent.

In addition to recordkeeping, information technology is influenc-
ing the way health care is delivered. For the past 2 years, we have
been providing electronic mail consultations across the World Wide
Web. Here is the e-mail form directed to me. There is a disclaimer
that the information is being conveyed across the Internet and may
not be secure or confidential.

Over the past 24 months, | have received more than 1,000 con-
sultations. Here is an example from a parent in rural North Caro-
lina whose 1-year-old son had chronic abdominal difficulties. Near-
ly 80 percent of my consultations have been initiated by parents.
I have received requests from 38 of the 50 States. Clearly, many
people out there are seeking information.

I believe information technology is helping to disseminate and re-
distribute medical information. Information that was previously
only available to medical professionals is now available to anybody
with access to a computer. This can only help patients and their
families to be more active participants in their own health care and
to make better and more informed health care decisions.

Thank you.

[The prepared statement follows:]
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Statement of Stephen M. Borowitz, M.D., Associate Professor, Pediatrics
and Health Evaluation Sciences, University of Virginia Health Sciences
Center, Charlottesville, Virginia

Mr. Chairman, Members of the Subcommittee on Health, thank you for your ex-
amination of two crucial and intertwined issues confronting our health system: the
confidentiality of medical information, and the use of computer and communications
technology to improve patient care. My name is Stephen Borowitz. | am a pediatri-
cian who specializes in gastroenterology and nutrition and an Associate Professor
of Pediatrics and Health Evaluation Sciences at the University of Virginia. | have
long had interests in how information technology can be used to improve the deliv-
ery of health care as well as the delivery of medical education. My task today is
to give you some idea as to the potential of information technology to improve the
coordination of and access to health care, and help physicians and other health care
providers become lifelong learners.

While | speak today as an individual physician, | must note that the explosion
of information technologies is reaching deeply into every corner of our nation. Today
health data can be transferred from facility to facility in seconds, read and inter-
preted hundreds or thousands of miles away from the patient, stored on a variety
of disks, drives, tapes, etc. In health care the global village is rapidly arriving, and
patients in that global village could live in the smallest town in rural Virginia or
across the world, and be treated by specialists at our Health Sciences Center
through the use of telemedicine and other technologies.

I am also a member of the American Medical Informatics Association (AMIA), a
national organization dedicated to the development and application of medical
informatics in support of patient care, teaching, research, and health care adminis-
tration. AMIA’s more than 3800 physicians, researchers, librarians, information sys-
tems managers, and other professionals with expertise in information technologies
recognize that the enormous potential for computer and communications technology
to improve health care cannot be realized unless individuals and the society-at-large
are reasonably certain that safeguards are in place to protect the confidentiality of
personal health data in medical records. My comments today reflect not only my
own views as a physician who actively uses technology to improve patient care, but
also those of many members of AMIA.

The practice of medicine is information intensive. Nearly 40% of hospital operat-
ing costs result from patient and professional communication activities. Despite the
fact that physicians spend more than a third of their time “documenting,” and
nurses spend nearly half of their time “documenting,” physicians report that 70%
of the time they do not have all the information they need to best care for a patient.

Perhaps the single greatest reason health care providers do not have all the infor-
mation they need to deliver the best care is that we continue to keep most medical
information in paper medical charts. Paper medical records have changed little over
the past fifty years despite an explosion of medical knowledge and medical tech-
nology. While there are clearly advantages to the paper medical record in that it
is familiar and portable, this form of record keeping has many limitations. Informa-
tion in the paper medical record is not sorted for medical relevance. Rather, infor-
mation in the paper record is sorted first by data source (i.e. medical orders, inpa-
tient notes, laboratory results, radiology results, nursing notes, etc.), and then by
chronology. This often means that the most important data elements are buried
within the record rather than being one of the first things a health care provider
sees when he or she opens that record.

Increasingly, the medical record is serving purposes it wasn't originally designed
for. The medical record now serves as the principal source for medical billing docu-
mentation and the major repository of medical-legal information. This means that
there has been a tremendous increase in the amount of information within the
record, much of it with little or no direct clinical relevance.

While there are many potential obstacles to the development of computer-based
patient records, such systems can overcome many of the limitations associated with
paper-based medical records and offer health care providers better information upon
which to base clinical decisions. When compared to a paper-based record, a com-
puter-based patient record provides easier and faster access to clinical information,
the data are of higher quality, clearly legible, and can be displayed in a number of
different formats. Computer-based patient records can generate prompts and re-
minders during the delivery of care and provide health care givers with decision
support and links the medical literature thus integrating the delivery of care with
the educational process.

Computer-based patient records can decrease some of the costs associated with
health care. With a completely searchable record, there will be a decrease in the
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number of redundant or unnecessary diagnostic or therapeutic procedures that are
now performed because of incomplete or incorrect information. A computer-based pa-
tient record can dramatically reduce the costs associated with the filing, transport-
ing, and copying the paper medical record and the generation and submission of
bills. In large medical centers it costs $8.00 each time a paper record is pulled for
use and $11.00 to complete each paper-based billing encounter form.

Perhaps the greatest limitation of the paper-based medical record is that it actu-
ally does not exist. The paper-based medical record is based on the construct that
people are cared for by a single physician or organization across the continuum of
care, throughout a lifetime. Given the complexity of our current health care system
and the mobile nature of our populace, no individual has a single “medical record.”
Rather, every health care provider who has ever seen that individual has a separate
paper record, even if many of those health care providers work in the same facility.
The information within these disparate and uncoordinated paper medical records is
often thought of as personal notes or reminders for that health care provider or
health care organization rather than as part of a larger whole. These separate paper
medical records are viewed as being owned by the health care provider rather than
by the “patient” to whom they pertain.

One of the most illustrative examples of the limitations of our current paper-
record based system is childhood immunizations. Childhood immunizations are per-
haps the safest and most cost-effective health interventions we currently have. For
every dollar we spend successfully immunizing a child, we save $10.00 to $14.00 in
the future. We know that 95% of children in this country begin the recommended
series of immunizations; the first immunization is now administered before the in-
fant leaves the hospital. We also know that 97% of children in this country are fully
vaccinated at the time of kindergarten entry largely because it is required. However,
only 37-56% of two-year old children are fully immunized despite the fact that these
are the children at greatest risk for the diseases we are trying to prevent. Numerous
studies have demonstrated that underimmunization rates among two-year-olds do
not vary substantially by ethnicity, geography, socioeconomic status, or health in